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ilk olarak panel.useroam.com adresinden panelinize giris yapip Yeni Cihaz ekleyiniz.

Sistem, lisansinizi otomatik olarak sececektir.

Cihaz tipinden Fortinet'i seciniz.

Cihaz adresi olarak Firewall'un WAN IP adresini seciniz. Eger birden fazla WAN [P adresiniz
varsa, firewall cihazi genelde bu istegi varsayilan olarak/ilk WAN bacagindan gonderir.

Farkll bir WAN bacagindan gonderim yapmak isterseniz, bir SNAT kurah olusturarak ilgili trafigi
istediginiz WAN bacagina yonlendirebilirsiniz.

Yeni Cihaz

S Cihaz Detaylar

JSOQSGFCWM30MZYAH27U629YKAH3I

Fortinet
@ 5651 Loglama

178.159.35.173

GLX-Fortigate-FW
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Ardindan Firewall cihazinizin User & Authentication> RADIUS SERVERS menisiinden

Create New butonu ile Useroam Cloud sunucusunu tanimlayiniz.

Authentication method : Specify / PAP
Primary Server/IP /Name : panel.useroam.comyada IP adresiolarak: 104.247.174.120

Secret : Useroam Cloud'da cihazi ekledikten sonra otomatik tiretilen

Sistem Ayarlari/ Cihaz Ayarlari/ Cihaz Sifresini alip bu alana kopyalayiniz.

Test Connectivity: Firewall'unuzun Useroam Cloud ile Radius testini yapabilirsiniz.

Menii

@ Dashboard

2 Kullania Listeleri
& Kullania Yonetimi

@ Kargilama Portali

@ Fortios-vmsa

@ Dashboard

& SecurityP
4 vPN
& User & Authentication

User Definition

entication Settings
FortiTokens

= WiFi Contraller

£ System

¥ Security Fabric

L |og&Report

Cihaz Ayarlari

Suan Buradasiniz

Dashboard » Cihaz Diizenle

Cihaz Detaylari
Cinaz Adres|
178.159.35.173

@D 5651 Loglama

Cinaz Adh
GLX-Fortigate-Test-FW

Cinaz Sifres
z3zgkb5g

- = Q

Edit RADIUS Server

Name USEROAM
Authentication method Default
| AP -|
NASIP
Include inevery user group (B
Primary Server
IP/Name panel.useroam.com

Secret  eesseese

Connectionstatus
Test Connectivity

Test User Credentials

Secondary Server
1P/Name

Secret
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System > Replacement Messages meniisiinde bulunan 3 alanin kodlarini degistirmek icin 6nce sag (st

koseden Extended View moduna geginiz.

B Dashboard # Manage Images & Edit Search Q Simple View o ERIE
Network

Description #

Policy & Objects
Security Profiles & Admin @

VEN Post-login Disclaimer Message Replacement message for post-login disclaimer

User & Authentication Pre-login Disclaimer Message Replacement message for pre-login disclaimer

'WiFi Controller

System Block Message Alert email text for block incidents

Administrators Critical Event Message Alert email text for critical event notification
Admin Profiles Disk Full Message Alert email text for disk full events

Fabric Management Intrusion Message Alert email text for IPS events

Settings Virus Message Alert email text for virus incidents

HA [E] Authentication €3

Sttt Replacement HTML for authentication rejection page

Authentication Rejection Page

Replacement Messages e L L
Authentication Success Page Replacement HTML for authentication success page

FortiGuard
Block Notification Page Replacement HTML for block notification page

Featurs ity

Certificate Password Page Replacement HTML for certificate password page
Certificates

Declined Disclaimer Page Replacement HTML for user declined disclaimer page

Security Fabric
& Report

Declined Quarantine Page Replacement HTML for user declined quarantine page

Disclaimer Page Replacement HTML for authentication disclaimer page

Login Failed Page'i aratin, karsiniza gelen ekranda sag taraftaki kod kismini temizleyerek,

{"Error":"passwordwrong","ErrorType":"passwordwrong"} kodunu icine yapistirarak, kaydediniz.

d Login Fail Login Failed Page
% Network
B Policy

{"Error”"passwordwrong”,"Error Type™-"passwordwrong"}

Login Failed Page

Setting
HA
SNMP

www.glox.com
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Authentication Success Page'i aratin, karsiniza gelen ekranda sag taraftaki kod kismini temizleyerek,

{"Error":"success","ErrorType":"success"} kodunu icine yapistirarak, kaydediniz.

Authentid Authentication Success Page

{"Error" "success”,"ErrorType":"success"}

& System
Administrators
Admin Profile

Fabric Management

Replacement Messages

FortiGuard

o
L4 Log & Report

Son olarak Login Page kismina Useroam Cloud panelinden (Sistem Ayarlari / Cihaz Ayarlari)
kopyaladiginiz kodun hepsini yapistiriniz.

Template

<html>
<head>
<meta http-equiv="Content-Type™ content="text/html; charset=UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1">
<meta http-equiv="X-UA-Compatible” content="IE=edge">
<link rel="shortcut icon” href="http://panel.userocam.com/fortinet-cloud/img/favicon.ico">
<title>Useroam Captive Portal</title>
<link href="http://panel.useroam.com/fortinet-cloud/css/Useroam.css” rel="stylesheet">»
<!--[if 1t IE 9]
<script src="htt
</script>
<script src="http
</script>

/fpanel.useroam.com/fortinet-cloud/js/html5shiv.js">

panel.useroam.com/fortinet-cloud/js/respond.min.js">

<![endif]-->

</head>

<body>

<div ‘container” id="login-block">

<div ‘row" >

<div ‘col-sm-6 col-md-4 col-sm-offset-3 col-md-offset-4">

<div rlass="Tongin-hox clearfix animated flinTnX">

FortiOS-VMé4 > @~ 42~ ©admin~
Dashboard # Man| Login Page x
Network | Message Format: text/html  Message Size: 1.6 kB/32.8 kB

I Il | [Gins | P

<meta http-equiv= ext/html; charset=UTF-3
e-width, initial-scal

e

Security Profiles

VPN EmeilCof

nel.useroam. con/ for-

User & Authentication Email Cof

0am. com/fartinet-c

'WiFi Controller FortiTok{
System Login Fal

m. com/ fortinet

Administrators . . .
ontainer” id="login-block™>

ow">

1-sm-6 col-md-4 col-sm-offset-3 col-md-offset-4">

ogin-box clearfix animated f1ipInX™>

ogin-logo”>

Admin Profiles

Fabric Management

ogin-links">

HA
SNMP

cetus_form” methos
AT,

Replacement Messages or

FortiGuard
DLP Blog
Feature | " eocial-loed N
DLP Blog social-login row">
Certificates {
Virus Blq
% Security Fabr ! o
Virus Blq oginbox">
Ll | og & Report ¢

</body>
<rntml>

“Usergamld” data-name="Nz27T8NDCINZCMNZU45B" src="http://panel.useroan.com/fortinet-cloud/js/load. js">
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User & Authentication > User Groups menisiinden kendinize Useroam Cloud icin bir grup
olusturunuz.

(8 FortiOS-VM64 = Q
Dashboard Edit User Group
Network
: e Name Open Group
Policy & Objects
Type Firewall
Security Profiles
Members +
VPN
User & Authentication Remote Groups
User Definition
o E e & Edit Delete
Remote Server Group Name =
LDAP Serve é USEROAM

RADIUS Servers

Single Sign-On

Authentication Setti

FortiTokens
= WiFi Controller
£ System
@/ Security Fabric
LM | og & Report
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Firewall'da Interface meniisiinden ilgili Portunuzu diizenleyiniz.

DNS Server: Bu kisimda, 6nce bu Interface'in Firewall'un Gateway IP'sini giriniz. Ardindan DNS
serverlarini tanimlayiniz.

Security Mode : Bu 6zelligi aginiz.

User Access : Retricted to Groups

User Groups : Bir 6nceki adimda olusturdugunuz Open Group'u seciniz.

Exempt destinations/services : panel.useroam.com fqdn objesini olusturup seciniz

[ Fortios-vM64 = Q
@ Dashboard Edit Interface
Network artiGate
= Netmask 255.255.255.0 FortiGate
[z Default gateway [EEIUEEEINEEIIE Specify = Fortios-VMé4
DNS server Same as System DNS | Same as Interface IP
DNSserver 1 16,15, Status
172.16.15.1 x O Up
DNSserver 2 1111 x
DNSserver 3 8888 x MIAC ddracs
[+] 00:0c:29:20:1b:50
Leasetime @ @ 604800 second(s) Additional Information
Advanced @ API| Preview
Routing Objects % References
Multicast hlenwori >_ EditinCLI
Diagnostics Device detection @ [ @]
B Policy & Obijects | Security mode @ Captive Portal ~] ® Online Guides
& Security Profiles | Authentication portal m External & Relevant Documentation (£
I = W Video Tutorials ('
o VPN [User access @ Restricted to Groups LREL
a User & Authentication User groups ] Open Group x ®, Fortinet Community
+
= WiFi Controller ¢ Join the Discussion &'
Exempt sources +
R System Exempt destinations/services x
¥ Security Fabric +
Ll | og & Report Redirect after Captive Portal (Ol EIRGLITES S Specific URL

www.glox.com.tr
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FIREWALL KURALLARININ OLUSTURULMASI

Kurallari olusturmak icin 6nce FortiGate Firewall altinda Policy & Objectives > Firewall Policy

meniisiine geliniz.

KURAL I.

Once DNS kuralinizi olusturunuz. Bunun icin sadece DNS servisinin secili olmasi yeterli olacaktir.

[z FortioS-VM64

@ Dashboard

¢ Network

B Policy & Objects
Firewall Policy
1Pv4 DoS Policy
Addresses
Internet Service Database
Services
Schedules
Virtual IPs
IP Pools

@ Security Profiles

User & Authentication
= WiFi Controller
£ System
@ Security Fabric
L4l | og & Report

Edit Policy

Name @
Incoming Interface
Outgoing Interface

Source

Destination

Schedule

Service

Action

GUEST TO DNS

M GUEST (port3) -

O INTERNET -

Bal x
+

2 all x
+

@ always -

& DNs x
+

v ACCEPT [oNvia e

Firewall/Network Options

NAT

IP Pool Configuration

©

(VECYO T GT I PG L Use Dynamic IP Pool

Preserve Source Port (B

Protocol Options

Security Profiles
AntiVirus

Web Filter

DNS Filter

Application Control

IPS

File Filter

SSL Inspection

Logging Options

Log Allowed Traffic

»
@
»
>
>
e ]

default v &

no-inspection M

@  Security Events

Generate Logs when Session Starts (B

Capture Packets

Comments

Enable this policy @

Write a comment.

e ]

#0/1023

Cancel

www.glox.com.tr
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KURAL 2.

Bu kural ile Useroam'u aktiflestireceginiz Zone'daki kullanicilarin | Panel.useroam.com paneline

erismesi saglanacak.

FortiOS-VM64 = Q
@ Dashboard Edit Policy
¢ Network
B Policy & Objects D 4
Firewall Policy Name @ ‘GUEST-TO-USERCAM
IPv4 DoS Policy Incoming Interface ® GUEST (port3) -
Addresses Outgoing Interface O INTERNET -
Internet Service Database Source Eal X
Services *
Negate Source @
Schedules Destination ! panel.useroam.com x
Virtual IPs +
IP Pools Negate Destination (B
Protocol Options Schedule @ always hd
Service @ HTTP x
Security Profiles I HTTPS . x
b Action « ACCEPT ZNvalg
User & Authentication
= WIFi Controller Firewall/Network Options
System NAT [ o)
¥ Security Fabric 1P Pool Configuration Use Dynamic IP Pool
Log &Report Preserve Source Port (B
Protocol Options default v &
Security Profiles
AntiVirus (e ]
Web Filter e ]
DNSFilter (e ]
Application Control (B
IPS [e ]
File Filter (e ]
SSL Inspection no-inspection v &
Logging Options

Log Allowed Traffic @ Security Events

Generate Logs when Session Starts (B

Capture Packets (@ ]

Advanced
WCCP [ }
Exempt from Captive Portal @

www.glox.com.tr
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KURAL 3.

Bu kuralile internet cikis kuralinizi da olusturacaksiniz.

New Policy
Name €@ GUESTTO INTERNET
Incoming Interface [® GUEST (port3) -
Qutgoing Interface = (J INTERNET -
Source = all x
& Open Group x
+
Destination 2all ®
+
Schedule I8 always -
Service  ALL ®

+
Action LAl el © DENY

Firewall/Network Options

NAT [ &)

IP Pool Configuration (XN EO T AN G WS Use Dynamic [P Pool

Preserve Source Port (I

Protocol Options default > &

Security Profiles

AntiVirus [® ]

Web Filter © =N default - &
DNS Filter @

Application Control @ m default > &
IPS e )

File Filter @ ]

S5L Inspection no-inspection v &
Logging Options

Log Allowed Traffic @ Security Events
Generate Logs when Session Starts (B

Capture Packets [ ]

Comments | Write acomment... £ 0/1023

Enable this policy @

Uc kurali da olusturmanizin ardindan Policy & Objectives > Firewall Policy meniisii ekrani
asagidaki sekilde goriinecektir.

@ Dashboard
< Network
B Policy & Objects

lookup | | Search Q

Destination Schedule Service Action

Source

Pe [E B GUEST (port3) ~O INTERNET @

Firewall Policy

1Pv4 Das Policy GUEST TO DNS al all [6 always & DNS + ACCEPT @ Enabled
GUEST-TO-USEROAM Bal Z! panel.useroam.com 8 always @ HTTP + ACCEPT @ Enabled
) HTTPS
Internet Service Database
GUEST TO INTERNET & Open Group Zall 8 always @ ALL ~ ACCEPT @ Enabled

Servit

al

Schedules
Virtual IPs
- & impicit @

Implicit Deny

IP Pools
@ always
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LOGLARIN USEROAM'A YONLENDIRILMESI

Log & Report > Log Settings > Global Settings meniisii altindan Syslog logging kismini Enable
konumuna getiriniz. Ardindan IP Address/FQDN kismina sunucunu bilgilerinizi panel.useroam.com

olarak giriniz.

(& Fortios-vme4

]
jo

@ Dashboard Global Settings LocalLlogs  Threat Weight
Network

RO i e s UUIDs in Traffic Log ©
Security Profiles
VPN Address (B

User & Authentication
Log Settings

= WiFi Controller

£ System Event logging Customize
¥/ Security Fabric Local trafficlogging FEUN Customize
L Log & Report

Forward Traffic

Syslog logging (RZENEE @ Disable

IP address/FQDN I panel.useroam.corﬂ

Local Traffic

Sniffer Traffic GUI Preferences

Resolve hostnames @ O

Resolve unknown applications @ @

Dikkat: Eger bu kissmda bir IP tanimli ise ikinci Syslog sunucunuzu komut satiri lizerinden
yapmaniz gerekiyor. Ornek komut olarak asagidaki komutu kullanabilirsiniz. Oncesinde
firewall lizerinden syslogd2'nin icinde konfiglirasyon olup olmadigini liitfen kontrol ederek bu
komutu kullaniniz.

config log syslogd? setting

set status enable

set server "panel.useroam.com"
setport514

set format default

end

Hepsi bu kadar.
Entegrasyon isleminiz tamamlandi.
islem sirasinda bir sorun yasarsaniz

destek(@glox.com.tr
adresinden bizimle iletisime gecebilirsiniz.
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