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USEROAMCLOUD ENTEGRASYONU

ilk olarak Sophos Firewall'da Authentication > Users meniisiinden yeni bir yetkili kullanici olusturup
firewall tarafindaki iletisimi kurmasini saglayiniz.

User type olarak Administrator; Profile olarak Administrator seciniz. Ardindan Group kisminda
sinirsiz erisimi olan herhangi bir grup secerek kullanicinizi olusturunuz.

SOPHOS Authentication

e nkih i G:gups — s

Current activities

Reports
Zero-day protection
Diagnostics Username * I useroam I

Name * I useraam I
Rules and policies

Description Description
Intrusion prevention I
‘Web

4

Applications

Usertype * User Admini
Wireless O @
Email Profile * | Administrator 'l
‘Web server

Password *
Active threat response

Email * drming@ incom
e admin@admin.cor
Site-to-site VPN

Policies
Network
Routing Group = I Open Group vI
Authentication ) .

Surfing guota * Unlimited Internet Access -0
System services

Access time * Allowed all the time -~ 0
Sophos Central Netwark traffic Nome .0
Profiles
Hosts and services Traffic shaping None ~ @
Administration
Backup & firmware VPN
Certificates

Y
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Ardindan panel.useroam.com adresinden panelinize giris yapip Yeni Cihaz ekleyiniz.

Sistem, lisansinizi otomatik olarak sececektir.

Cihaz tipinden Sophos'u seciniz.

Cihaz adresi olarak Firewall'un WAN IP adresini seciniz. Eger birden fazla WAN IP adresiniz varsa,
Sophos cihazi bu istegi varsayilan olarak ilk WAN bacagindan gonderir.

Farkli bir WAN bacagindan gonderim yapmak isterseniz, bir SNAT kural olusturarak ilgili trafigi
istediginiz WAN bacagina yonlendirebilirsiniz.

Yeni Cihaz
S Cihaz Detaylar

AUVASRYOZQA4E7FOLR7Z16400QD7XZ

Sophos

@D 5651 Loglama

Cihaz Adresi

178.159.35.173

Linaz Ad

GLX-Sophos-FW

S5L Port
4444

Kullamo Ad

useroam

Useroam112233]
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Sonra Administration> Device Access mendsiine gidiniz. Burada Useroam'u kullanacaginiz
Zone'da sadece Captive Portal ve DNS seceneklerini isaretleyerek aktif hale getiriniz.

Dikkat: Radius SSO gibi farkl kimlik dogrulama mekanizmalarini aktif hale getirmeniz
durumunda, yonlendirme sorunlari veya Captive Portal sayfasinin yavas agilmasi gibi
problemler yasanabilir.

o~

SOPHOS Administration

G conte Lcensmg Adm”-'andusarsert‘ngs Bhin: e

Current activities
Reports

Zero-day protection

Diagnostics Admin services rks

Zo

A0 SSO Ping/Ping8 D

R and policies

LAM
Intrusion prevention O
i & w O 0 w I
Applications
Wircless oMz a O O O O O O O O
Email

P ] O 0 0O O ] O O
Web server
Active threat response WiFi G

BUEST ] O 0 O O ] a
Remote access VPN
Site-to-site VPN
Network
Routing Apply
Authentication
System services
Sophos Central Show additional properties
i 2 D i Name Y Source zone Y Source Y Destination Y

Hosts and services
Administration No records found
Backup & firmware

Certificates
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ENTEGRASYONU

Authentication> Servers menisiinden yeni bir Radius sunucu ekleyiniz. Server IP kisminda,
panel.useroam.com adresini pingleyerek, cikan IP adresini buraya yaziniz.

Ardindan, Useroam > Sistem Ayarlani > Cihaz Ayarlan altinda bulunan Cihaz Sifresi kisminin

karsisinda yazan kodu da Shared Secret kismina giriniz.

Cihaz Detaylari

Cihaz Adresi

178.159.35.173

@ 5651 Loglama

Cihaz Ad

Sophos-GLX-Test

Cihaz Sifresi

bjhcghml

SOPHOS

Control center
Current activities
Reports

Zero-day protection

Diagnostics

Rules and policies
Intrusion prevention
Web

Applications
Wireless

Email

Web server

Active threat response

Remote access VPN
Site-to-site VPN
Network

Routing
Authentication

System services

Sophos Central
Profiles

Hosts and services
Administration
Backup & firmware

Certificates

Add external server

Server type

Servername *
ServerIP *
Authentication port *

Time-out *

ACL‘.DJHU’TQ port
Shared secret *
Domain name

Group name attribute *

Services

Groups Users

Multi-factor authentication

| RaDIUS server

| Useroam

| 104247174120

1812
3

[0 Eenabie accounting

Enter Domain name

I Filter-ld

O Enable additional settings
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Bu noktada bir test yapmak isterseniz,

Useroam Cloud panelinden Kullanici Yonetimi> Yeni Kullanici adimlariyla yeni kullanici
olusturabilir;

Firewall'da Radius Sunucu ayarininicinden Test Connection ile baglantiyr kontrol edebilirsiniz.

Test connection

Test connection
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USEROAMCLOUD ENTEGRASYONU

Sonra Authentication> Services mentusiinden Useroam'u Firewall Authentication Methods kisminda tste

cekip, Apply butonuna basarak, ayarlari kaydediniz.

SOPHOS Authentication

Current activities
Reports

Zero-day protection

Diagnostics N . —
Authentication server list Selected authentication server
Intrusion prevention Useroam
Web
Applications
Wireless
Email
Web server
Active threat response
Default group Open Group w

Remote access VPN

Apply

Site-to-site VPN
Network
Routing
Authentication

System services Set authentication methods same as firewall
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Ardindan Authentication > Web Authentication meniisiine geciniz. Burada Sign Out User kismina
gelerek, When User is Inactive secenegini isaretleyiniz. Yan taraftaki Traffic flow kisminda ise
100bytes icin 1440 dk olarak ayarlayiniz - bu siire 24 saate denk gelmektedir; boylece bagl her cihaz, 24
saat icinde en az 100 bytes veri yaptigi siirece oturumu Firewall dan diismeyecektir. isterseniz bu siireyi
kisaltabilirsiniz.

Son olarak "Use insecure HTTP instead of HTTPS" kutucugunu secerek ayarlari kaydediniz

SOPHOS ™ How-to gui

Control center Servers Services Groups Users Multi-factor authentication Web authentication Guest users Clientless

Current activities

Reports X )
= Authorize unauthenticated users for web access
Zero-day protection

Diagnostics:
If Active Directory (AD) SSO is configured If AD SSOisn't configured
: AD SS0 mechanism When unauthenticated user reaches a block page
e P O NTLMonly (@ Kerberos & NTLM Show captive portal link

Intrusion prevention
Web
Applications
Wireless
Email Captive portal behavior
Web server
Active threat response Show user portal link

CONFIGURE Show web page after sign-in Open web page € Web page
Remote access VPN (@ In new browser window @ Originally requested by user
Site-to-site VPN Q In captive portal window Q custom
Network

_ Sign out user Traffic flow required to consider the user active
Routing ae
. 100 pytesin | 1440 | minutes
Authentication —
System services QO when captive portal page is closed or redirected
i (@ When user is inactive

Sophos Central O Never

Profiles
| Use insecure HTTP instead of HTTPS €
Hosts and services

Administration

Backup & firmware
— L i
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Useroam > Sistem Ayarlari > Template kismindan <html> kod satiri ile baslayan bolimiin hepsini alarak,
Sophos Firewall'daki Authentication > Web Authentication > Captive portal appearance >Custom

HTML lkusminayapistiriniz ve kaydediniz.

Template

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" />
<meta name="viewport” content="width=device-width, initial-scale=1">
<meta http-equiv="X-UA-Compatible” content="TE-edge”>
<link rel="shortcut icon” href="https://panel.useroam.com/sophos-cloud/img/favicon.ico">
<title>Useroam Captive Portal</titles
<link href="https://panel.useroam.com/sophos-cloud/css/Useroam.css” rel="stylesheet">

[‘ IE 9]>

cloud/js/html5shi
cloud/js/respond.

/script>
></seripts

<script src

<1[endif]--»

</head>

<body>

<div clas container” id="login-block">

<div class="row">

<div clas col-sm-6 col-md-4 col-sm-offset-3 col-md-offset-4">
<div clas login-box clearfix animated flipInX">

<div class="login-logo"></div>

<div _class="login_form">

s ices s sers - i authentication

Current activities
Reports

i D Use per-connection AD SS0 authentication for multi-user hosts ﬁ
Zero-day protection

Diagnostics Muilti-user hosts

Rules and policies

Intrusion prevention

Web

Applications

Wireless
Email

Web server

Active threat response

Captive portal appearanc

Remote access VPN
Layout

Site-to-site VPN
O Default layout

Network
Routing
Authentication

System services

Sophos Central

Mmﬂ href="https://panel.useroam.com/sophos-cloud/img/favicon.ico">
0am Captive al</ttle>
anel useroam com/sop

Profiles

Hosts and services

-cloud /css/Useroam css” rel="stylesheet">

al=

Administration

Backup & firmware

Js"></script>

/respond.min_js">:

Certificates

"row">

col-sm-offset-3 col-md-offset-4">

class="Iogin-form>

<form action="4"

Preview >> Reset to default

="cetus_form

ethod="POST" enctype="multipart/form-data
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Dikkat: Bir hesabin birden fazla cihazda kullanilmasini sinirlandirmak istiyorsaniz, Sophos Firewall
. altinda Configure >Authentication> Services> Global Settings menisiinden diizenlemeyi

yapabilirsiniz. Sistem varsayilan olarak, limitsiz cihaz ayari ile gelmektedir.

SOPHOS Authentication

Control center —— Groups Users Multi-factor authentication

Current activities

Local
Report:
bl Useroam
Zero-day protection
Diagnostics
Rules and policies
4
Intrusion prevention
Web
Applications
Apply

Wireless

Email

Active threat response

Maximum session time-out * 3 uniimited tes [between 3-144

Remote access VPN

Simultaneous logins * Unlimited

Site-to-site VPN

Network Applv

Routing
Authentication

System services

Inactivity time

=)
T
T
T
T

k
I
I

Sophos Central
Profiles Data transfer threshold 1024 tas
Hosts and services

HTTP challenge redirect on "Intranet zone" Enable
Administration

Backup & firmware Apply

Certificates
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FIREWALL KURALLARININ OLUSTURULMASI

Kurallari olusturmak icin 6nce Sophos Firewall altinda Protect> Rules and Policies meniisiinden

Add Firewall Rule sayfasina geliniz.

KURAL I.

ENTEGRASYONU

Guest to DNS: Tiim cihazlar, baglandiklar agda internet erigimi olup olmadigini anlamak icin cihaza 6zel alan adina
bir DNS sorgusu atar. Ornegin captive.apple.com; bu sorgu sonucu gelince, cihaz, agda internet oldugunu anlayip, trafik
akigini baslatir. Aksi takdirde, hotspot yonlendirmesi de yapilmayacaktir. Bu kuralin misdfirlerin internet ¢ikisi kuralinin
listiinde olmasi gerekiyor.

SOPHOS

Control center
Current activities
Reports

Zero-day protection

Diagnostics

Rules and policies
Intrusion prevention
Web

Applications
Wireless.

Email

Web server

Active threat response

ONFIGURE
Remote access VPN
Site-to-site VPN
Network

Routing
Authentication

System services

Sophas Central
Profiles

Hosts and services
Administration
Backup & firmware

Certificates

Add firewall rule

@D rulestatus

Rule name *
GUESTTODNS
Action
Accept

Log firewall traffic

Source

Description

GUESTTODNS

Source zones *

Add new item

Destination and services

Destination zones *

Add new item

Source networks and devices *

Add new item

Destination networks *

Add new item

[1]

W How-toguides  Log viewer

Rule positian

Top

o

Rule group

GUEST

During scheduled time

Al the time

Services *

Add new item
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KURAL 2.

Guest to Useroam: Bu kural ile misafir aginizdaki cihazlarin panel.useroam.com'a erismesini saglayacaksiniz.
Bununicin Services kisminda HTTP/HTTPS se¢cmeniz yeterli olacaktir.

SOPHOS Edit firewall rule W How-to guides  Log viewer

4 @D Rule status
Control center Rule name * Description Rule group

Current activities GUESTTO USEROAM GUESTTO USERDAM GUEST n

Reports Action
Zero-day protection Accept n

Diagnostics Log firewall traffic

Rules and policies
Intrusion prevention
Web. -
source
Applications

Wireless

Eman Source zones * Source networks and devices * During scheduled time

Web server -
E]

(1]

Active threat response

ONFIGURE Add new item Add new item

Remote access VPN
Site-to-site VPN
Network I
Destination and services
Routing

Authentication

System services - — -
i Destination zones * Destination networks * Services *

00

Sophos Central

profiles Add new item Add new item e

Hosts and services

Administration
Backup & firmware

Certificates

O Match known users
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KURAL 3.

Guest to Internet: Bu kuralda cihazlarinizin internet erisimi saglanacak. Log Firewall kutucugunu seginiz.
Match Known Users ve Use Web Authentication For Unknown Users kutucuklarini da tanimsiz kullanicilara
Hotspot ekrani gelmesi icin seciniz. Web Policy ve Identify And Control Applications (App Control)
kisimlarinda/Allow All ya da herhangi bir politika seciniz.

Control center

@D Rulestatus
Current activities Rule name * Description Rule position
Reports GUESTTOINTERNET GUESTTOINTERNET Bottom B
Zero-day protection ction Rule group

Y
Diagnostics Accept n GUEST n
Log firewall traffic

Rules and policies

Intrusion prevention
Web

Applications -
source
Wireless

Email

Web server
Source zones * Source networks and devices * During scheduled time

PR — s - o et B
i

Remote access VPN Add newitem Add newitem

Site-to-site VPN

Network

Routing

. Destination and services

Authentication

System services

svste Destination zones * Destination networks * Services *
Sophos Central ° e e
Profiles
e Add new item Add new item Add new item
Administration
Backup & firmware

Certificates

Mateh known users Useror groups =
Use web authentication for unknown users
Add new item

() Exclude this user activity from data accounting

‘Web server
Active threat response -
Security features

[ ——Y ¥ Web filtering

Site-to-site VPN Web policy Malware and content scanning Filtering common web ports
Network Allow All n [ Scan HTTP and decrypted HTTPS (0 Use web proxy instead of DPl engine
@ 0Pl engine o

Routing -dan
[ Apply web category-based traffic shaping Use zero-day protection

Authentication Web proxy options

Block QUIC protocol [ scan FTP for malware

System services (O Decrypt HTTPS during web proxy filtering

Sophos Central
Profiles
> Configure Synchronized Security Heartbeat
Hosts and services
Administration

Backup & firmware

Certificates.

dentify and control spplications (App control) Shape traffic DSCP marking
Allow All n DSCP marking n

[ Apply application-based traffic shaping policy

Detect and prevent explaits (IPS)

B

) Scan email content

islemler sonucunda Protect> Rules and Policies meniisii asagidaki sekilde goriinecektir.

SOPHOS Rules and policies

Firewall rules NAT rules
Current activities

Reports @D Pve  Disable filter

Zero-day protection
Rule type n

Control center

Source zone n Destination zo

Diagnostics

- (-

b i = GUEST GUEST
Rules and policies i =2 B in0B,out 0B
Intrusion prevention
: 1 GUESTTO DNS GUEST, Any host WAN, Any host DNS
Web in0B.out0B
Applications
- = 2 GUESTTO USEROAM GUEST, Any host WAN, panel useroam com HTTP, HTTPS
Wireless in0B,out0 B
Email
= 3 GUESTT0 INTERNET GUEST, Any host, Any liv WAN, Any host
Web server in0B out0B
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LOGLARIN USEROAM CIiHAZINA YONLENDIRILMESI
1.

Oncelikle System Services> Log Settings meniisiine gelerek yeni bir Syslog server tanimlayiniz.

SOPHOS System services

Control center High availability Traffic shaping settings RED Malware protection Log settings

Current activities

Reports

Zero-day protection Name *

Seonoetice IP address / Domain * | paneluseroam.com |
Secure log transmission D

Rules and policies

Intrusion prevention port* I ]

Web Facility * DAEMON b

Applications

Wireless Severity level ® | information |

Email Format * Standard syslog protocol ~

Web server

Active threat response

Remote access VPN
Site-to-site VPN
Network

Routing
Authentication

System services
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2,
Ardindan loglarinizi gondermek icin yeni bir syslog server eklenerek asagidaki bilgiler girilir.

Name * UseroamCloud

IP address / Domain * 104.247.174.120

Secure log transmission [:]

Port * 514

Facility * DAEMON v
Severity level * Debug v]
Format * Standard syslog protocol v

Daha sonra yeni eklenen syslog server sadece Content Filtering alanlari secilerek loglama
Useroam’a dogru baslatilir.

SOPHOS Feedback @M How-toguides Logviewer Help tuy

Control center High availability Traffic shaping settings RED Malware protection Log settings Notification list Data anonymization Traffic shaping
Current activities

Reports Anti-sparr o - e
Zero-day protection
Diagnostics SMTP v O O
POP3 0 8]
Rules and policies IMAP ] O
Intrusion prevention SMTPS B D
- POPS o -
Applications
Wireless IMAPS O O
Email
Web server Content filtering O O
Active threat response
Web filter a
INFIGURE Application filter O
Remote access VPN
Wi ntent poli
Site-to-site VPN o6 contant policy D
Network S5L/TLS filter B
Routing
Authentication Events O 0 O
System services
admin events 0 0
ST Authentication events O O
Sophos Central
Profiles System events B D
Hosts and services
Akinistarion Web server protection (] g 0]
Backup & firmware
Web server protection events v
Certificates P . B D
Active threat response D G D
. - . - — —
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3.

Bu islem sonrasinda Firewall'dan paketlerinizin gelip gelmedigini anlamak icin Useroam paneline
doniiniiz. Sag ust kosedeki Genel Istatistik kismini kontrol edip, Imzalama Bekleyen alanin
altindaki kismi kontrol ediniz.

00

Lé,gw,z = Genel Istatistik

9.90 GB 139.14 MB

58 Duyurular

« Duyuru Yok.

_ Hepsi bu kadar.
Entegrasyon isleminiz tamamlandi.Islem sirasinda bir sorun yasarsaniz destek@glox.com.tr
adresinden bizimle iletisime gegebilirsiniz.

GLOX www.glox.com.tr



mailto:destek@glox.com.tr

	Page 1
	Page 2
	Page 3
	Page 4
	Page 5
	Page 6
	Page 7
	Page 8
	Page 9
	Page 10
	Page 11
	Page 12
	Page 13
	Page 14
	Page 15
	Page 16
	Page 17

