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USEROAMCLOUD FortiGate ENTEGRASYONU

ilk olarak/panel.useroam.com adresinden panelinize giris yapip Yeni Cihaz ekleyiniz.

Sistem, lisansinizi otomatik olarak sececektir.

Cihaz tipinden Fortinet'i seciniz.

Cihaz adresi olarak Firewall'un WAN IP adresini seciniz. Eger birden fazla WAN IP adresiniz varsa,
Firewall cihazi genelde bu istegi varsayilan olarak ilk WAN bacagindan gonderir.

Farkli bir WAN bacagindan génderim yapmak isterseniz, bir SNAT kurali olusturarak ilgili trallg
istediginiz WAN bacagina yonlendirebilirsiniz.

Yeni Cihaz

= Cihaz Detaylan
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Ardindan Firewall cihazinizin User & Authentication> RADIUS SERVERS mendisiinden
Create New butonu ile Useroam Cloud sunucusunu tanimlayiniz.

Authentication method : Specify / PAP

Primary Server / IP / Name : panel.useroam.com ya da IP adresi olarak : 104.247.174.120
Secret : Useroam Cloud'da cihazi ekledikten sonra otomatik Gretilen

Sistem Ayarlari / Cihaz Ayarlari / Cihaz Sifresini alip bu alana kopyalayiniz.

Test Connectivity: Firewall'unuzun Useroam Cloud ile Radius testini yapabilirsiniz.

=USZROAM
Menii Cihaz Ayarlari

@ Dashboard

£ Kullanic Listeleri

Cihaz Detaylan
@ Kullama Yénetimi -_—

€ Kargilama Portah

178.159.35.173

@D 5651 Loglama

GLX-Fortigate-Test.-FW

1]
2

Ecit RADIUS Server
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System > Replacement Messagesmeniisiinde bulunan 3 alanin kodlarini degistirmek icin 6nce sag lst

koseden Extended View moduna geciniz.

# Manage Images & Sear Q Simple View m

Description

Name =

Post-login Disclaimer Message Replacement message for post-login disclaimer

Pre-login Disclaimer Message Replacement message for pre-login disclaimer

B Nert E-mail @

Block Message email text for Block incidents
Critical Event Message Alert email text for critical event notification
Disk Full Message Alert emall text for disk full events

Intrusion Message Alert erall text for IPS events

email text for virus incidents

Replacement HTML for authentication rejection page

Authentication Rejection Page

Authentication Success Page Replacement HTML for authentication success page
Block Notification Page Replacement HTML for block natification page
Certificate Password Page Replacement HTML for certificate password page
Declined Disclaimer Page Replacement HTML for user declined disclaimer page
Declined Cuuarantine Page Replacement HTML for user declined quarantine page
Disclaimer Page Replacement HTML for authentication disclaimer page

Login Failed Page'i aratin, karsiniza gelen ekranda sag taraftaki kod kismini temizleyerek,

{"Error":"passwordwrong","ErrorType":"passwordwrong"} kodunu icine yapistirarak, kaydediniz.

| Login Falled Page

("Ervor™“passwordureng”,"ErorType™ “passweedwrong "}
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Authentication Success Page'i aratin, karsiniza gelen ekranda sag taraftaki kod kismini temizleyerek,

{"Error":"success","ErrorType

:"success"} kodunu icine yapistirarak, kaydediniz.

Son olarak Login Page kismina ' Useroam Cloud panelinden (Sistem Ayarlari / Cihaz Ayarlar)
kopyaladiginiz kodun hepsini yapistiriniz.

Template

<head

; charset=UTF-8" /f
initial-scale=1"»

> @+ 02+ Oadmin~

x

Message Format: text/imml  Message Size: 1.6 kB/32.8 kB
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User & Authentication > User Groups meniisiinden kendinize Useroam Cloud icin bir grup
olusturunuz.

[@ FortioS-VMé4 = Q
& Dashboard Edit User Group
% Network
Name Open Grou
B Policy & Objects . -
Type Firewall
Security Profiles
Members +
VPN
User & Authentication Remote Groups
User Definition
User Groups o
Guest Management Remote Server = Group Name =
LDAP Servers 2. USEROAM

RADIUS Servers
Single Sign-On
Authentication Settings
FortiTokens

= WiFi Controller

£ System

@) Security Fabric

L4 Log & Report
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Firewall'da Interface menisiinden ilgili Portunuzu diizenleyiniz.

DNS Server: Bu kisimda, 6nce bu Interface'in Firewall'un Gateway IP'sini giriniz. Ardindan DNS
serverlarini tanimlayiniz.

Security Mode : Bu ozelligi aginiz.

User Access : Retricted to Groups

User Groups : Bir dnceki adimda olusturdugunuz Open Group'u seginiz.

Exempt destinations/services : panel.useroam.com fgdn objesini olusturup seginiz

= Q
Edit Interface
Netmask 255.255.255.0
Default gateway |[ECIIEESINICHEWAIY Specify = FortiOs-VMé4
DNS server Same as System DNS = Same as Interface IP
'%’f‘f"'. ‘ DNS server 1 172.16.15.1 % 0 Un
SD-WAN DNS server 2 1111 x
Static Routes DNS server 3 8388 x A
Policy Routes [+] 00:0c:29:20:1b:50
Lease time @ €@ 604800 second(s)

& Advanced & AP| Preview

% References

Network > EditinCLI
Device detection @ L &
)
| security mode @ Captive Portal - | @
|r’\uthenrlcation portal m External & Relevant Documentation &
W Video Tutorials
|User access @ Restricted to Groups  JRULEN
User groups 22 Open Group x - +
+ N : y
¢ Join the Discussion &
Exempt sources *
Exempt destinations/services x
ko Se ty Fabric +
1 |og & Report Redirect after Captive Portal |[ReEliEIETT=SE Specific URL
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FIREWALL KURALLARININOLUSTURULMASI
Kurallari olusturmak igin 6nce FortiGate Firewall altinda |Policy & Objectives > Firewall Policy
mendstine geliniz.

KURAL 1.
Once DNS' kuralinizi olusturunuz. Bunun icin sadece DNS servisinin secili olmasi yeterli olacaktir.

E Q
Edit Policy
Name € GUEST TO DNS
Incoming Interface ® GUEST (port3) i
Outgoing Interface INTERNET -
Source Sa x
+
Destination = all x
+
Schedule [ always -
Service @ DNS x
+
Action  ACCEPT = Rsl3ly
Firewall/Network Options
NAT T
IP Pool Configuration Use Outgoing Interface Address JUSIRTELES L]
Source Port C
Protocol Options default - 4
Security Profiles
AntiVirus -
Web Filter »
DNS Filter >
Application Control B
13 s
File Filter >
SSLInspection no-inspection ull I 4

Logging Options

ed Traffic © Security Events

Logs when Session Starts (B

Capture Packets »
Comments

0/1023

Enable this policy @
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KURAL 2.
Bu kural ile Useroam'u aktifestireceginiz Zone'daki kullanicilarin Panel.useroam.com paneline

erismesi saglanacak.

= =l
Edit Policy
8] 4
Firewall Policy Name @ GUEST-TO-USEROAM
Policy Incoming Interface = GUEST (port3) .
Outgoing Interface INTERMET -
Saurce =al x
+
Megate Source >
Destination & paneLuseroam.com ®
+
Megate Destination (I
Schedule
Service ®
x
+
Action  ACCEPT Helviaig

Firewall/Netwerk Options

NAT [ &

IP Pool Configuration Use Dynamic IP Poo
Preserve Source Port (0

Protocol Options default v o

Security Profiles
AntiVirus

Web Filter

DNS Filter
Application Controf

IPS

RN RN

File Fllter

S5L Inspection no-inspection -

Logging Options

Generate Logs when Session Starts (B

Capture Packets »
Advanced

WCCP >

Exempt from Captive Portal @

— o T
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KURAL 3.

Bu kural ile internet cikis kuralinizi da olusturacaksiniz.

New Policy

Name GUEST TO INTERMET

Incoming Interface ™ GUEST [port3) -

Outgoing Interface INTERNET -

Source = an x

B Open Group x

+

Destination = an x
+

Schedule @ abways =

Service @ ALL x
+

ACtion " ACCEPT oMy

Fireweall/Network Options

NAT L

IP Poal Configuration Use Cutgoing Interface Address [JREIwE TS 2]
Preserve Source Port (0

Protoced Optians default - &

Security Profiles

AntiVirus >
Web Filter © B default - &
DNS Filter »
Application Control @0 [ defauit -
IPS »
File Fiiter >
SSL Inspection no-inspection - 7

Logging Oplions

Log Allowed Traffic @ Security Events JERVESECiNTS
Generate Logs when Session Starts O
Capture Packets »

Comments 071023

Enable this policy &

Uc kurali da olusturmanizin ardindan Policy & Objectives > Firewall Policy meniisii ekrani
asagidaki sekilde gortinecektir.

Destination
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LOGLARIN USEROAM'A YONLENDiRiLMESi

Log & Report > Log Settings > Global Settings meniisii altindan Syslog logging kismini Enable
konumuna getiriniz. Ardindan IP Address/FQDN kismina sunucunu bilgilerinizipanel.useroam.com
olarak giriniz.

(& Fortios-VMé4

il
0o

@ Dashboard Global Settings Threat Weight

4§' Network

| olicy & Obijects
& Policy & Objects UUIDs in Traffic Log @
& Security Profiles

o VPN Address OB
: User & Authentication
Log Settings
= WIiFi Controller
£ System Event logging LUl Customize
@y Security Fabric Local traffic logging m Customize
L] & Report =
s Syslog logging @ Enable [{xJaEE
Farward Traffic ’
IP address/FQDN [ panelz.ugeroam.coml I
Local Traffic
sniffer Traffic GUI Preferences
System Events
Resolve hostnames @ 8]

Security Events
Resolve unknown applications @ @©
Reports

Log Settings

Dikkat: Eger bu kisimda bir IP tanimli ise ikinci Syslog sunucunuzu komut satiri tizerinden
yapmaniz gerekiyor. Ornek komut olarak asagidaki komutu kullanabilirsiniz. Oncesinde
Firewall Gzerinden syslogd2'nin icinde konfigtirasyon olup olmadigini litfen kontrol ederek
bu komutu kullaniniz.

® .l

config log syslogd?2 setting

set status enable

set server "panel.useroam.com"
set port 514

set format default

end

Hepsi bu kadar.
Entegrasyon isleminiz tamamland.
Islem sirasinda bir sorun yasarsaniz

destek@useroamteknoloji.com
adresinden bizimle iletisime gegebilirsiniz.
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